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ABSTRACT 
In this paper, Micro blogging may be a widespread variety of on-line Social Networking (OSN) activity. It permits users to send 
messages in a one-to-many publish-subscribe manner. Most current service providers square measure centralized and deploy a 
client-server model with unencrypted message content. As a consequence, all user behavior will, by default, be monitored, and 
censoring supported message content will simply be implemented on the server facet. A distributed, peer-to-peer micro blogging 
system consisting of mobile smart phone-equipped users that exchange cluster encrypted messages in Associate in nursing 
anonymous and censorship-resistant manner can alleviate privacy and censorship problems. We have a tendency to through an 
experiment evaluate message unfold of such systems with simulations that run on a spread of artificial and real-world quality 
inputs, thus extending previous work. We have a tendency to show that such systems square measure possible for spread of 
quality and network settings, each underneath traditional and underneath adversarial conditions, e.g., underneath the presence of 
nodes that jam the network or send spam. 
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INTRODUCTION 

 

Micro-blogging is a popular form of online social networking (OSN) activity. it is part of an area of OSN 

known as micro media, where users share small snippets of content media such as text, images or video. 

Specifically, we focus on micro-blogging of small text messages. Users can subscribe to another user’s channel 

or create message channels themselves. a service broadly used to this end is twitter client-server architectures 

back most of the existing micro-blogging services, and hence message content is visible to service operators. 

Confidentiality is thus not addressed and service providers might analyze all user-generated content moreover, 

not only message content but the whole user activity. Another issue is the susceptibility of the servers for 

censorship. All messages are relayed over them and messages can thus be stricken out depending on their 

content, sender, or receiver, hence interfering content spread according to some censorship policies. 

Furthermore, centralized systems are vulnerable to local Internet outages, either unintentionally, e.g., power grid 

failures, or intentionally, e.g., Internet shut-downs via ‘kill-switches’. In both cases such systems cease to 

function. 

The scope of this project is to exchange group encrypted messages in an anonymous and censorship-

resistant manner can alleviate privacy and censorship issues. We experimental evaluate message spread of such 

systems with simulations that run on a range of synthetic and real-world mobile inputs, thus extending the 

preceding work. We show that such systems are feasible for a range of mobility and group settings, both under 

normal and under adversare conditions, e.g., under the presence of nodes which jam the network or send spam. 
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2. Related Work: 

We outline related work in general, then we focus on net- working and mobility, and finish with micro-

blogging systems. An early peer-to-peer approach for anonymity in web trans- actions is Crowds. Peers are used 

to create a mix cascade over which web transactions are routed, with transport encryption established between 

each pair of nodes. Mix networks relay messages over multiple mixes that pool and send them over to the next 

mix until they reach their receivers. The two approaches of mix cascades and peer-to-peer have been extensively 

discussed in Onion routing adds layered encryption to the mix network, and is the basis of Tor. Both 

approaches, crowds and mixes, contain specific uni-cast routing. In contrast, we deploy universal re-encryption 

instead of a layered one, and messages spread agnostic to routing by using direct communications only (peer 

syncs). 

 

A. Anonymous Wireless Networking: 

Several routing protocols aim at providing anonymity to users of wireless networks with an onion routing   

approach. 

ANODR builds a path between sender and receiver by flooding the network with route requests. Only the 

intended recipient is able to understand and reply to the request. The nodes on the reply path add encryption 

information to the route response so that the sender can build an onion around the data it wishes to transmit 

anonymously. ASR and Anon DSR work similarly. We note that a global adversary may correlate sender and 

recipient by observing who replies to which route request. The strength of onion routing on the Internet relies on 

the difficulty of observing the entire network, which may be less of an obstacle in wireless   networks. 

Nodes assign their nearest neighbors a trust level according to their network behavior and share a group key 

with the ones in the same trust level to encrypt their communication, the identity of all nodes in the path. 

Additionally, malicious nodes might manipulate trust levels. In MASK, nodes also exchange keys with their 

nearest neighbors to hide the path of the request, however, the identity of the recipient is transmitted in plaintext 

in the route request. 

ARM tackles the disadvantages of the previously mentioned systems and proposes a solution based on 

single- use pseudonyms to build routes between sender and recipient. The previous approaches work only if the 

path between sender and recipient is stable during the entire process. This is hardly the case in a network of 

mobile users. While not tackling anonymity, the authors of HumaNets present a delay-tolerant approach to route 

messages between mobile nodes while protecting the users’ location privacy. Such a network enables  

anonymization  overlays  to  be  deployed in highly mobile scenarios. 

In a way of anonymously accessing online services via the cellular network using hybrid networks is 

proposed. Mobile devices cooperate over a local WiFi network to provide anonymity to peers accessing online 

services, and peers are anonymously rewarded for cooperating via a micropayment scheme. In, a protocol made 

for smartphone users to anonymously communicate in a mobile cloud is presented. The protocol relies on 

opportunistic ad hoc communications between smartphones and social-network properties to pro- vide 

anonymity. Other approaches to anonymity and security include. 

 

3.Proposed System: 

 
 

In this Problem Statement  is Group  keys  are exchanged beforehand based on  existing social relationships  

and  trust. When nodes physically encounter, they  can  extend group memberships passing groups keys to  one 

another, so that newcomers can join already existing groups. Therefore, key management and key exchange 

need to be addressed. The key exchange can, for example,  be conducted  by using near  field communication 
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(NFC), or by using a quick response code (QR-Code). This facilitates joining a group reliably and reduces 

misuse of group keys. However, there are still some inevitable risks since our system has been designed to  be 

an open one. 

 

4. System Design: 

5. Module Description: 

Groups(Own groups and other groups): 

Users:  

Authentication: 

Registration: 

The User has to enter all the exact details which are used to enter login page. After successful completion of 

registration, it will take up to login page else it will remain in the registration page itself. If it is an existing 

member then it will move to the login page. 

 

Login and Authentication: 

The user has to enter Registered Name and password, After successful login, it will take up to main page 

else it will remain in the login page itself. If it is a new user then it will move to the registration page. 

 

                                                                     
 

Encrypted message from users (sender): 

The Authenticated Users (Sender) Sends a Message to other User(Receiver) in an Encrypted format using 

Encryption key. The Message will be Re-encrypted until it reaches to the Send Buffer, so the Message will be 

more secured and cannot be access by other group members. 

 
Decrypted message to users(receiver): 

The User 2(Receiver) receives the Encrypted message and decrypt while receiving using Decryption key. 
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Admin: 

Authentication: 

Admin has to provide exact username and password here. If login success means it will take up to main 

page else it will remain in the login page itself. 

 
 

Provide Censorship Resistance: 

Censorship is the suppression of free speech, municipal communication or other information which may be 

considered unpleasant, harmful, sensitive, politically incorrect or inconvenient as determined by government, 

media outlets, authorities or other groups or institutions. The Admin Provides censorship-Resistance to the 

Messages send by the users. 

 
6. Algorithm Technique: 

Online Social Networking (OSN): 

In this paper, Online Social Networking(OSN) activity.  It is part of an area of OSN known as micro media, 

where users share small snippets of content media such as text, images or video.  Specifically, we focus on 

micro-blogging of small text messages.  Users can subscribe to another user’s channel or create message 

channels themselves. 

In choosing a subset of clustering algorithms for our study, we explored algorithms with different input 

information. Network configuration is the most common input information used by clustering algorithms. This 

in sequence represents people as nodes and their friendship relations as relatives. Algorithms with this input 

information are called structure based(or structural) algorithms. Other algorithms, called trait-based algorithms, 

use nodes’ features and attributes to detect groups. For example, these features can beage,gender, and education 

of populace in OSNs. A third category combines these two inputs network structure and nodes’ features. In this 

paper, we focus on formation-based clustering algorithms. One advantage is the ability to interpret why the 

resulting groupings emerged and to compare algorithms with a consistent evaluation metric across the same 

network structure. Furthermore, using feature-based algorithms necessitates extracting extra data from an OSN. 

This mining results in very high processing time 5 which makes conducting studies in a limited time in the lab 

difficult or almost impossible. 

Structured-based clustering algorithms can be further classified in to three categories based on their 

membership attribute: (i) ‘disjoint clustering’ algorithms where each object can only belong to one group; (ii) 

‘overlapping clustering’ algorithms where an object can be a member of more than one group. For example, a 

person may belong to different groups such as ‘Family’, ‘Main East High School’, and ‘Loves Red Sox’; and 

(iii) ‘hierarchical clustering’ algorithms which categorize objects in a multi-level structure where one group can 

be a subset of another group. For example, cousin Joe is in a group labelled ‘Cousins’ which is a subset of a 

group named ‘Family’. ‘Hierarchical clustering’ algorithms have been used widely in social network analysis. 

Figure 1 shows a plan view of these clustering algorithms based on the defined membership attributes.We 

chose a representative algorithm from each membership category explain above for a total of three algorithms: 

Markov Clustering (MCL): This algorithm is a disjoint clustering algorithm that uses the concept of 

Markov chains to simulate stochastic flows in graphs and builds a fast and scalable unsupervised clustering 

algorithm. MCL has a relatively high recital and is scalable. 
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OSLOM: The Order Statistics Local Optimization Method (OSLOM) is an overlapping clustering algorithm 

that is among the first to account for edge weights and overlapping group. It has a high performance and is 

scalable to large networks. 

Louvain: This hierarchical clustering algorithm uses modularity as its objective function and maximizes it 

using multiple heuristics to perceive the groups. While this algorithm finds groups in a hierarchical manner, the 

lowly level of the hierarchies, which are the subgroups, are dislodge; i.e. one person cannot be a member of 

more than one group in a same level. The Louvain algorithm is highly perfect and has a very low computation 

time which makes it appealing for our study. 

 
1.a.Disjoint Clustering 

 
2.Overlapping clustering 

 
3.hierarchical Clustering 

 

A.Simulation Setup: 

The message propagation is assessed with a discrete, event- based simulation, which is run in rounds of 5 

minutes duration, the time in which two Bluetooth pairings can be conducted. An overview of the simulation. 

Taking the empirical and synthetic mobility datasets analyzed in the preceding section as input, we simulate 

the group assignments, message creation events and peer synchro- nizations of the nodes. 

1) Group Assignment and Message Creation Events: Real microblogging user behavior data serves as a 

basis for group formation and message creation events. The overall pattern of group message creation events 

follows power law distributions. During simulations the group memberships are static, i.e., there is no node   

churn. 

Peer Syncs and Local Storage: The mobility patterns are the foundation used to derive node connectivity. 

We determine whether a given pair of nodes is eligible for a peer sync by setting the maximum distance over 

which a peer sync can  take place to 15 meters based on Bluetooth characteristics. A peer sync might also occur 

in those cases where contact duration is too short for current technologies to establish a link, e.g., the vehicular 

movements in the Shanghai datasets. This is not the case for the Congress datasets, in which all links established 

are based on actual Bluetooth pairings with successful data transfers that took place during data collection. Each 

peer sync makes a pair of nodes exchange a send buffer with a specified number of messages drawn according 

to a fixed synchronization strategy. Each node’s local  storage  saves  up  to  10,000  messages  and  the   latest 

incoming messages from a peer sync shift out the oldest messages received (cf. Section II). 

2) Parameterized Link Settings:  Kb  is introduced as  short-hand notation for parameterized link settings, 

with p being the maximum allowed number of peer syncs per round and node, and b being the size of the send 

buffer exchanged per peer sync. Various link settings are used to assess their effects on message spread and to 

identify bottlenecks. Bluetooth  (K0.1k) link settings limit the number of peer syncs to 2, i.e., even in   a larger 
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group, the node peer-syncs with at most 2 neighbors, and the message send buffer is bounded to 100 messages, 

in order to adjust the link capacity settings to a contemporary message spreads slightly below 10%, and the 

spread with unlimited settings reaches around 55%, even though the num- ber of nodes is similar to that of the  

C2  dataset.  These  results are due to the large area covered by the nodes and the bipartitioned network, whose 

two node clusters exhibit little message exchanges, as analyzed in Sect.  III. 

For the Shanghai datasets the  results also show spreads between 10%–18% for the syncing with  Bluetooth  

settings  and  are  thus  similar  to  the resultsobtained from the Lausanne datasets, despite the fact that over 

4000 nodes participate in  the network. The results for K∞ syncing reach 95% final spread, with a steep increase 

in thetransmission  technology widely  used.  Unlimited (K∞) linkfirst 50 rounds and the send buffer and the 

nodes’ storages are unbounded. The Unlimited link settings are chosen to test a hypothetical upper bound for a 

possible message spread under conditions unconstrained by a given transmission technology and local storage. 

Note  that  the  local  storage  is only unbounded for a this is due to the high connectivity of the Shanghai 

datasets with about 9-10 times higher number of meetings per node compared to that of the Congress and 

Lausanne   datasets. 

Concluding, it can be stated that mobile microblogging, using solely local point-to-point links works    well 

for suffi- ciently connected scenarios such as Congress1 and Congress2,  

link  setting  of K∞,  otherwise it  is  at  10,000 messages  aswith  link  settings  adjusted  to  Bluetooth.  In  

the   Lausanne  stated above. Also, the sync strategies Random and PR do not datasets the bipartition of the 

network hinders better  message have any effect for  K∞. 

 

B. Simulation Results: 

Syncing results spread, and in the Shanghai datasets the transmission tech- nology’s bandwidth is the 

limiting factor. This shows that the system works for small node numbers, and that it could be deployed for 

larger ones if communication technologies   with to  evaluate the effectiveness of the microblogging  system,the 

global message spread metric σ is used, and it is defined as 

.recm 

σ =∈|groupm | , 

|M| 

where  M  is  the set  of  messages whose spread is monitored,recm is the number of group members 

(including sender) who received the message m, and |groupm| is the number of group members belonging to  the  

group under which  message    the m has been encrypted. Consequently, if all group members receive a message 

m, then its spread is 1 (full spread), and if all messages are fully spread, the global message spread is 1. The 

results are first presented and analyzed for the empirical Congress, Lausanne and Shanghai mobility inputs, and 

then for the synthetic datasets. 

1) Empirical Mobility Data Results: The results of the Congress1 (C1) and the Congress2 (C2) datasets are 

depicted in Figures 5(a), (b). They show the  message  spread  over  time  for  three  different  sync  strategies  

with  error  bars for selected points in time using Bluetooth (K0.1k) link settings  and  the  upper  bound  

obtained  when  unlimited  (K∞  ) link settings are applied.  The  smaller  C1  sample  reaches  close to 50% 

global message spread after 500 rounds, the larger C2 sample is slightly above 30% for random syncing. With 

PR0.4 syncing, both datasets reach 75% message spread, because the prioritized selection of messages yields a 

better propagation. Even though the standard deviation is large, PR peer syncing runs with Bluetooth settings 

converge to the unlimited link setting results by a margin  of  approx.  15%–20%,  where as RD peer syncing 

performs much  worse. 

The results for the  Lausanne1  and  Lausanne2  datasets  are shown in Figures 5(c), (d): with Bluetooth 

settings, the Random, PR0.4 and PR1.0 syncing methods yield final   global sufficient bandwidth were 

available. 

 

2) Synthetic Mobility Data Results: 

 We now review the ManhattanGrid and GaussMarkov synthetic datasets results. The results after 500 

rounds of  simulation  with  Bluetooth link  settings  for  PR0.4  and  Random  syncing  are  shown   in Figures 

6(a), (c) for ManhattanGrid mobility. For GaussMarkov mobility, this is shown in Figures 6(b), (d), 

respectively. Each figure depicts a heat map of the final global message spread σ under a fixed sync strategy, for 

mobility inputs with increasing number of nodes on the x-axis and increasing area on the  y-axis. 

Random syncing for Manhattan Grid achieves a message spread of 70% for 25 nodes up to  an area of 

25km2, and for 200 nodes for areas up to 5km2. Gauss   Markov only achieves this message spread for 25 nodes 

up to 5km2, and for 100 nodes up to 3km2. PR0.4 shows higher message spreads: 70% spread is reached for 350 

nodes up to 10km2 in Man- hattan Grid, and in  Gauss Markov for  125 nodes  up to  5km2. 

Gauss Markov obtains a message spread close to 100% only  for small areas and 25 nodes, whereas 

Manhattan  Grid exhibits such a spread up to areas  of  15km2  for  25  nodes,  which then decreases to areas of 

up to 5km2 for 150 nodes. This shows again that the microblogging system works in smaller areas under 
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Bluetooth link settings for moderately sized node numbers, but does not scale well for higher node numbers in 

these areas. 

The more densely connected mobility of Manhattan Grid leads to a higher message spread than the less 

structured mobility of Gauss Markov, and the selfish PR0.4 peer-syncing similarly improves message spread 

over the Random peer- syncing. 

 

7.Conclusion And Future Network: 

This Project shows how a mobile distributed micro blogging system allows spreading messages by direct, 

proximity-based peer syncing in real-world conditions. The available technologies pose a bottleneck to message 

spread, for instance, Bluetooth alone achieves only sub-optimal message propagation. These demands for better 

suited technologies having both higher bandwidth and faster connection establishment. Prioritized message 

propagation is preferable to Random syncing. With prioritization, the system performs reasonably well under 

adversarial jamming and spamming, thus showing the desired censorship-resistance, whilst maintaining message 

confidentiality and anonymity. 
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